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Abstract

This guide describes how to install Likewise Enterprise and connect computers running Unix, Linux, and Mac OS

X to Active Directory. The guide coversinstalling the Likewise agent, configuring the agent, installing the Likewise
Management Console on a Windows administrative workstation connected to Active Directory, configuring a
domain for use with Likewise, migrating Unix usersto Active Directory, logging on with domain credentials, and
monitoring events.

Abstract

This guide is supplemented by the Likewise community forum, which you can join at http://www.likewise.com/
community/, and by manuals in the documentation library, including the Group Policy Administration Guide.
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Chapter 1. Introduction

Likewise connects Linux, Unix, and Mac OS X computers to Microsoft Active Directory so you can
centrally manage all your computers and users from a single identity management system. Likewise
Enterprise is made up of two software packages. the Likewise management tools for Active Directory,
which you install on a Windows computer, and the Likewise agent, which you install on a Linux, Unix,

or Mac computer to connect it to Active Directory.

This guide describes how to install and manage Likewise Enterprise. The target audience is system
administrators who manage access to workstations, servers, and applications with Active Directory.
The guide assumes that you know how to administer computers, users, and group policiesin Active
Directory and that you know how to manage computers running Unix, Linux, and Mac OS X.

1.1. Task Road Map

To

See

Set up and test atrial version of Likewise
Enterprise 5.3 or later in a networked test
environment.

The Likewise Evauation Guide.

Install the Likewise Enterprise Console and
the Likewise management tools on a Windows
workstation in a production environment.

Install the Management Console

Determine whether to use schema or non-schema
mode.

About Schema Mode and Non-Schema Mode

Find out how to use a container, known as a
Likewise cell, to manage Likewise clients and
Unix settingsin AD.

About Likewise Cells

Createacell in AD for Unix settings, such asa
UID, so an AD user can log on a Likewise client.

CreateaCedll in AD

Provide AD users and groups with access to Linux,
Unix, and Mac computers.

Managing Users, Groups, and Computers

Install the Likewise agent on a Linux, Unix, or
Mac OS X computer.

Install the Agent

Connect a computer running Likewise to Active
Directory.

Join Active Directory with the Command Line

Troubleshoot problems joining a domain.

Troubleshooting Domain-Join Problems

Log on a Likewise client with an Active Directory
user account.

Log On with AD Credentials

Troubleshoot logon problems.

Troubleshooting Logon Problems

Use Cell Manager to administer Likewise cellsin
AD.

Administering Cells with Cell Manager

Apply group policiesto Linux, Unix, and Mac
computers.

The Group Policy Administration Guide.

Use Workgroup Manager to apply managed client
settings (MCX) to Mac computers as group policy
objects.

The Group Policy Administration Guide.
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Install the Likewise reporting and auditing Setting Up the Likewise Reporting Database
components, including the Likewise database.

Find information about Likewise commandsand |Command-Line Reference
command-line utilities for Linux, Unix, and Mac.

Change the local settings on a Likewise client. Configuring the Likewise Agent
Monitor security events with the event log. Monitoring Events with the Event Log
Configure Likewise clients for single sign-on. Using Likewise for Single Sign-On

Migrate Unix or NIS usersto Active Directory. Migrating Users to Active Directory

Migrate a user profileon aMac from alocal user |Migrate aUser Profile onaMac
account to the home directory specified for the
user in Active Directory.

Set up Samba to authenticate users with Likewise |Samba 3 Integration Guide for Likewise 6 or Later
Enterprise.

Install and use Likewise Open. Likewise Open Installation and Administration
Guide

1.2. Software Products

Likewise makes two closely related software products: Likewise Open and Likewise Enterprise.

Likewise Open authenticates domain users with the highly secure Kerberos 5 protocol by hashing their
security identifiers from Active Directory. Likewise Open does not, however, process user identifiers or
group identifiers even if they are set in Active Directory.

Likewise Enterprise isinstalled on a Windows administrative workstation connected to adomain
controller so you can set user identifiers and group identifiersin Active Directory Users and Computers.
Once the UIDs and GIDs are set, the Likewise agent uses the identifiers to authenticate users and groups
and to control access to computers and applications.

Likewise Enterprise includes additional features. It not only lets you manage Unix identitiesin Active
Directory but also lets you apply group policiesto Unix computers from the Microsoft Group Policy
Management Console, including policies based on the Gnome GConf project to define desktop and
application preferences for Linux computers. More: Likewise Enterprise integrates Apple's Workgroup
Manager with the Group Policy Object Editor to apply managed client settings to Mac OS X computers
with group policy objects. Likewise Enterprise also lets you generate arange of reports to help improve
regulatory compliance. The result: lower operating costs, better security, enhanced compliance.

1.3. Software Components

Likewise comprises several components, each of which provides part of the functionality necessary

to manage Linux and Unix computers in Active Directory. There are, however, only two installation
packages. oneto install the Likewise agent on a Unix, Linux, or Mac OS X computer; the other to install
Likewise Enterprise on a Windows administrative workstation that connects to an Active Directory
domain controller.

Component Function

Agent e Runsonalinux, Unix, or Mac OS X computer
to connect it to Active Directory with the
Likewise command-line interface or GUI.
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See Join Active Directory with the Command
Line. Likewise Open is an open-source
version of the agent that is available for free at
www.Likewise.com.

Communicates with an Active Directory domain
controller to authenticate and authorize users
and groups with the Likewise | dentity Service.
See Log On with AD Credentials.

Pulls and refreshes group policies by using the
group policy daemon, which isincluded only
with the Likewise Enterprise agent.

Management Console

Runs on a Windows administrative workstation
that connects to an Active Directory domain
controller to help manage Linux, Unix, and Mac
OS X computers within Active Directory.

Migrates users, checks status, and generates
reports.

MMC Snap-Insfor ADUC and GPOE

Extends Active Directory Users and Computers
to include Unix and Linux users.

With Likewise Enterprise, it aso extends the
Group Palicy Object Editor and the Group
Policy Management Console to include Linux,
Unix, and Mac OS X group policiesaswell asa
way to target them at specific platforms.

Cell Manager A snap-in for the Microsoft Management
Console to manage cells associated with Active
Directory Organizational Units.

Reporting Database Stores security events and access logs for
compliance reports.

Operations Dashboard The Likewise Operations Dashboard is a

management application, or plug-in, for the
Likewise Management Console. The dashboard
retrieves information from the Likewise
reporting database to display authentication
transactions, authorization requests, network
events, and other security events that take place
on Likewise clients.
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Chapter 2. Planning Your Installation
and Deployment

2.1. Overview of the Installation Process

Theinstallation and deployment process typically proceeds in the following order:

1

Make sure your computers meet the installation requirements and then obtain the Likewise software
package from www.Likewise.com.

. Plan your installation, test environment, and production deployment. Make decisions about whether

to use Likewise in schema mode or non-schema mode; whether to manage a single forest or multiple
forests and to assign UID-GID ranges accordingly; how to configure a Likewise cell topology for
your unigque needs; whether to migrate NIS users and what to do with local user accounts after
migration; and whether to use specific cells for aliasing.

. Beforeyou install the Likewise Management Console, check Active Directory to make sureit is

ready for Likewise by meeting our remediation requirements.

. Install the Likewise Management Console, which includes management tools, on a Windows

administrative workstation that you use to manage Active Directory.

. Optionally, install areporting database on a Windows administrative workstation connected to a

domain controller. The reporting database -- which can be either MySQL or SQL Server, stores
access information and security events for compliance reports.

. UseaLikewisewizard to configure your Active Directory domain in either schema or non-schema

mode.

. Configure acell topology in Active Directory Users and Computers.

. Optionally use the consol€e's migration tool to migrate Unix and Linux users and groups to Active

Directory.

. Check the system health, or readiness, of your Linux, Unix, and Mac computers before installing the

Likewise agent. For example, you must make surer esol v. conf isconfigured for Likewise.

10.Install the Likewise agent on each Unix, Linux, or Mac OS X computer that you want to join to the

Active Directory domain.

11.Join Unix and Linux computers to the Active Directory domain.

12.0Optionally plan and deploy group policies to manage your Unix, Linux, and Mac OS X computers

within Active Directory.

13.Troubleshoot any deployment issues and optimize the deployment for your unique mixed network.

2.2. Planning Your Deployment

The key to a successful deployment is planning. Before you begin deploying Likewise in an enterprise,
develop aplan that addresses at least the following aspects of installation and deployment:
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e Set up atest environment. It is recommended that you first deploy Likewise in atest environment so
that you can identify and resolve any issues specific to your mixed network before you put the system
into production.

» Determine whether to use Likewise in schema or non-schema mode. The advantages and
disadvantages of both approaches are discussed later. When you configure your domain with the
Likewise domain configuration wizard, you must choose whether to use schema or non-schema mode.

Important: Back up Active Directory before you run the Likewise domain configuration wizard.

» Decide whether to configure Likewise to manage a single forest or multiple forests. If you manage
multiple forests, the UID-GID range assigned to a forest should not overlap with the range of another
forest.

» Determine how you will migrate Linux, Unix, and Mac OS X usersto Active Directory. For example,
if you are using NIS, decide whether you will migrate those accounts to Active Directory and whether
you will migrate local accounts and then delete them or leave them. It is usually recommended that
you delete interactive local accounts other than the root account.

* |dentify the structure of the organizational units-- or cell topology -- that you will need, including the
UID-GID ranges. If you have multiple NIS serversin place, your users may have different UID- GID
maps in each NIS domain. Y ou may want to eliminate the NIS servers but retain the NIS mapping
information in Active Directory. To do so, you can use Likewise cells.

» Determine whether you will use aiasing. If you plan to use aliasing, you must associate users with a
specific Likewise cell; you cannot use the default cell.

2.3. About Schema Mode and Non-Schema
Mode

Likewise has two operating modes. schema mode and non-schema mode. Schema mode takes advantage
of the Unix- and Linux-specific RFC 2307 object classes and attributes to store Linux and Unix user

and group information. In contrast, non-schema mode stores Linux and Unix data without requiring
RFC 2307 object classes and attributes and without modifying the existing schema. Instead, non-
schema mode uses existing object classes and attributes to store its data. To store information about a
cell, Likewise createsacont ai ner object and stores datainitsdescri pti on attribute. To store
information about a group or user, Likewise createsaser vi ceConnect i onPoi nt object and stores
datainitskeywor ds attribute. Both keywor ds and descr i pt i on are multi-valued attributes that
can have multiple values while still allowing AD searches for specific values.

Specifically, in non-schema mode Likewise uses RFC 2307 attribute names to store valuesin the
keywor ds anddescri pti on attributesin the form name=val ue, where nane isthe attribute
name and val ue isitsvalue. Here's an example of how the keywor ds attribute name-value pairs can
contain Unix and Linux information for an AD user:

ui d=

ui dNunmber =1016

gi dNunber =100000

| ogi nShel | =/ bi n/ bash

uni xHoneDi r ect or y=/ hone/ j oe

gecos=

backl i nk=[ securityldentifierO User]
obj ect Cl ass=Cent eri sLi kewi seUser
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In the example, the ui d attribute is empty. It is needed only when you want to specify a name alias so
that the AD user can log on a computer with something other than his or her AD account name.

In ADSI Edit, the properties for auser look like this:
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# ) Chmforrgrianstyfrrcpah | Ambate
# ) Ovtosttodtound rewcatn | LI
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= i b Jder ity el Prlagalald ook Lrb.o 50 5 20 ER0 M TOT 3 0O 440000 Frere
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| |

The keywor ds attribute is also used to store Linux and Unix group information. Here's an example of
how the attribute name-value pairs can contain Unix and Linux information for a group:

backLi nk=[securityldentifierO Goup] description= displayNanme=
gi dNurber =100000 obj ect C ass=cent eri sLi kew seG oup

When you set an dias for agroup, it is stored inthedi spl ayNane attribute (for the group in the
example above, no alias has been set, and thusdi spl ay Nane isempty).

In ADSI Edit, the values of the keywor ds attribute look like this:
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Schema mode takes a dlightly different approach. To store Linux and Unix user and group information,
schema mode takes advantage of the Unix- and Linux-specific RFC 2307 object classes and attributes,
namely the posi xAccount and posi xGr oup object classes. For example, the posi xAccount and
posi xGr oup object classes include attributes -- ui dNunrber and gi dNunber -- that Likewise uses
for UID and GID mapping. In addition, Likewise usesser vi ceConnect i onPoi nt objectsto store
the same information as in non-schema mode by using the keywor ds attribute.

For example, when you create a cell in schema mode, Likewise creates a container object — CN=
$Li kewi sel dentityCel | --inthedomain root, or in the OU where you created the cell. If the
container is created in an OU, which is called a named or non-default cell, the Unix-specific datais
stored in CN=User s and CN=Gr oups inthe $Li kewi sel denti tyCel | container object. The
objects point to the Active Directory user or group information with a backlinked security identifier.

If the container is created at the level of the root domain, it is known as default cell. In this case, the
Unix-specific datais stored directly in the AD user or group account.

If you choose to use schema mode and your schema does not comply with RFC 2307, you must modify
the schema. The Likewise Domain Extension Wizard, which is atool in the console, can automatically
upgrade your schemato comply with RFC 2307. (Windows Server 2003 R2 or later complies with RFC
2307.) When you use schema mode with a schema that already complies with RFC 2307, Likewise does
not change the schema, but you still must run the Domain Extension Wizard to include the RFC 2307
attributes in the global catalog and to index them for faster searches.
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2.3.1. Changes Made by the Schema Wizard

The Active Directory schema changes are applied from a set of LDAP Data Interchange Format (LDIF)
files. The standard installation places these filesin the following directory:

/ Program Fi |l es/ Li kewi se/ Ent er pri se/ Resour ces/ LDF

After you have raised the domain and forest to 2003 functional levels, the Likewise domain
configuration wizard makes the following changes, which are required for Likewise to run in schema

mode:

1. Addsthe Windows Server 2003 R2 schema extensions for Unix if they are not already part
of the schema. Specifically, thewizard adds ui d, ui dNunber , gi dNunber , gecos,
uni xHoreDi r ect ory, and| ogi nShel | .

2. Promotesthe ui d, ui dNunber , and gi dNunber attributes to the global catalog.

3. Indexesthe ui d attribute.

2.3.2. Key Differences

The following table summarizes the differences between schema mode and non-schema mode:

Mode

Use Case

Storage Method

Non-schema mode

AD installations that have

not migrated to the latest AD
schema; administrators are
reluctant or unwilling to change
the schema.

AD installations that use
Windows 2000 domain
controllers.

Likewise usesthe

descri pti on and the
keywor ds attributes

of cont ai ner and

servi ceConnect i onPoi nt
objectsto store Unix and Linux
information for users, groups,
and cells.

Schema mode

AD installations that comply
with RFC 2307, such as
Windows Server 2003 R2

or later. Or, administrators

who are willing to change

the schemato RFC 2307 and

to raise the forest functional

level to Windows Server 2003.
AD installations that do not

use Windows 2000 domain
controllers. (You cannot raise
the forest functional level of a
Windows 2000 domain controller
to that of Windows Server 2003;
see http://support.microsoft.com/
kb/322692.)

Likewise uses the Unix- and
Linux-specific attributes that are
built into the RFC 2307 schema
aswell asthecont ai ner
object and the keywor ds
attribute.

Both schema mode and non-schema mode provide a method for storing Unix and Linux information
in Active Directory -- including UIDs and GIDs -- so that Likewise can map SIDsto UIDs and GIDs
and vice versa. This mapping enables Likewise to use an Active Directory user account to grant a user
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accessto aUnix or Linux resource that is governed by a UID-GID scheme. When an AD user logs
on aUnix or Linux computer, the Likewise Agent communicates with the Active Directory Domain
Controller through standard LDAP protocols to obtain the following authorization data:

 UID

* Primary GID

» Secondary GIDs

» Home directory

e Login shell

Likewise uses this information to control the user's access to Unix and Linux resources.

The advantages and disadvantages of the schema modes are further discussed in the next section.

2.3.3. Pros and Cons of the Schema Modes

Likewise has two operating modes: schema mode and non-schema mode. There are advantages and
disadvantages to both. The mode that you choose depends on your unique situation.

Non-Schema Mode: Advantages and Disadvantages

The benefit of using non-schema mode is that it does not require you to upgrade the Active Directory
schema. This may be preferablein an environment that places specia controls around how Active
Directory is managed. This mode is sufficient for use in small deployments, such as a single server or
workstation that will be added to a single domain controller.

Advantages of non-schema mode include the following:
 Supports Windows 2000 domain controllers.

» Does not change the current schema. Likewise objects are contained in their own
servi ceConnecti onPoi nt s.

» Does not affect settings in a global manner.
» Does not affect other Unix schema extensions that may bein place.

A disadvantage of non-schema mode isthat if you're using third-party software to manipulate AD
objects, it will not recognize how Likewise stores datain Active Directory.

Schema Mode: Advantages and Disadvantages

Schema mode raises the version of the schemato match that of Windows Server 2003 R2 -- the schema
extensions are added to comply with the standard defined in RFC 2307. These changes are prescribed by
Microsoft and are built into Windows Server 2003 R2.

Advantages of schema mode include the following:

» Usesindexed searching, which makes lookups faster when there are alarge number of UID-GID
mappings to process.

 Improves compatibility with other tools.
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» Enhances ADSI scripting capabilities.
Drawbacks of schema mode include the following:

 Significantly modifies the Active Directory schemain cases where it must be upgraded to RFC 2307.
If you are aready using the RFC 2307-compliant schema, the schema adds the ui d, ui dNunber ,
and gi dNunber attributes to the global catalog, which could marginally increase the size of the
catalog and might marginally affect performance in alarge Active Directory implementation.

* Requiresyou to raise the forest functional level to Windows Server 2003.
Important: If you upgrade your schemato RFC 2307, you cannot roll back the changes.

 Cannot use schema mode if you have Windows 2000 domain controllers; you must first upgrade them
to Windows Server 2003.

There is background information about functional levels at http://technet.microsoft.com/en-us/library/
cc738038.aspx and reference information about functional level features at http://technet.microsoft.com/
en-us/library/cc771132.aspx.

2.4. About Likewise Cells

A Likewise cell contains Unix settings for Active Directory users and groups so they can log on to
Linux, Unix, and Mac OS X computers. For each user, the settings include a Unix user identifier (UID),
agroup identifier (GID) of the primary group, a home directory, and a shell.

When an Active Directory user logs on a Likewise client, Likewise searches Active Directory for the
user's cell information. The search typically begins at the node where the computer is joined and moves
up the directory's structure until a cell isfound. To operate properly, the Likewise Enterprise agent must
find acell.

There are two types of cells:

* A cell associated with an organizational unit (OU). Such a cell is sometimes referred to as a named
cell. Since Likewise Enterprise applies group policies to organizational units, associating cells with
OUs is anatural way to organize computers and users.

» A cell associated with the domain. Such acell is known as a default cell.

In anamed cell, Likewise searches for a user or group's attributes in the cell associated with the
computer.

A default cell is processed in a different way, however. With a default cell, Likewise searches for a user
or group's attributes in the default cell of the domain where the user or group resides. Asaresult, in
atwo-domain topology that, for example, uses a separate domain for users and a separate domain for
computers, there must be two default cells:

A default cell in the domain where user and group objects reside.
A default cell in the domain where computers objects are joined.
In amulti-domain topology, then, you must create a default cell in each domain.

Cells can also map a user to different UIDs and GIDs for different computers. In the following screen
shot, the example user, Clark Kent, is allowed to access the computers that are in the selected cells:

10
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MembesOf | Disin |  Erwionment |  Sessions |

General | Addiess | Account | Profle | Telephones | Organization |
Remote contiol | Temuinal Services Profle | COMs+  Likewise Seftings

— LINE L User Information

To allow this user to logon bo LM Linue compubers oired to Active
Dieectory, you must specily which Likewise Enterprize celljs] the user
15 allowed to access.
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Creating Cells

Likewise modifies the Active Directory User and Computers MM C snap-in so that you can create a cell
associated with an OU and then use the cell to manage UID-GID numbers. To create acell, use Active
Directory Users and Computers to select the OU you want, click the Likewise Settings tab of the object's
Properties sheet, and then select the check box to associate a cell with the OU. Y ou can then assign
UID-GID numbers manually or let Likewiseto do it for you.

When a Likewise client connects to Active Directory, the Likewise agent determines the OU of which
the computer is amember and checks whether a cell is associated with it. If acell is not associated with
the OU, the Likewise agent on the Unix computer searches the parent and grandparent OUs until it finds
an OU that has a cell associated with it. If an OU with an associated cell is not found, the agent usesthe
default cell to map its username to UID and GID information.

Important: Before you associate a cell with an organizational unit, make sure you have chosen the
schema mode that you want. Y ou cannot change the schema mode after you create acell, including a
default cell.

For instructions on how to make a cell, see Create a Cell.
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The Default Cell

Likewise lets you define a default cell. It handles mapping for computers that are not in an OU with
an associated cell. The default cell can contain the mapping information for all your Linux and Unix
computers.

When you use the default cell, Likewise searches across all your trusted domains for Unix and Linux
information directly on the user objects. In schema mode, Likewise searches all trusted global catalogs,
which are shared across aforest -- Likewise queries the trusted global catalogs as a set. In non-schema
mode, Likewise queries each trusted domain individually.

The default cell does not contain Unix or Linux data. It isamethod for managing client Linux and Unix
users and computers. When a client finds the default cell object, it searches all trusted domains and
forests, enterprise wide, for Linux and Unix information, even if the default cell object has not been
created in those trusted domains and forests.

A Linux or Unix computer can be amember of an OU that does not have a cell associated with it. In
such acase, the group polices associated with the OU apply to the Linux and Unix computer, but user
UID-GID mappings follow the policy of the nearest parent cell, or the default cell. Likewise does not
require you to have a default cell.

Linking Cells

To provide a mechanism for inheritance and to ease system management, Likewise can link cells.
Linking specifies that users and groupsin alinked cell can access resourcesin the target cell. For
example, if your default cell contains 100 system administrators and you want those administrators

to have access to another cell, called Engineering, you do not need to provision those usersin the
Engineering cell. You can simply link the Engineering cell to the default cell, and then the Engineering
cell inherits the settings of the default cell. Then, to make management easier, in the Engineering cell
you can just specify the mapping information that deviates from the default cell.

Although you can use linking to in effect set up ahierarchy of cells, linking is not transitive. If, for
example, acell called Civil islinked to the Engineering cell and the Engineering cell is linked to the
default cell, the Civil cell does not inherit the settings of the default cell.

When you link to multiple cells, the order that you set isimportant because it controls the search

order. Suppose that Kathy, a system administrator, hasa UID of 1000,000 set in the default cell and
aUID of 150,000 set in the Engineering cell. In the Civil cell, however, he must use hisUID from

the Engineering cell to log on Civil computers. If the Civil cell islinked to both the default cell and
Engineering cell, the order becomes important. If Engineering does not precede the default cell in the
search order, Kathy will be assigned the wrong UID and will be unable to log on computersin the Civil
cell.

For instructions on how to link cells, see Link Cells.

Cell Manager

Cédl Manager isaLikewise MMC snap-in for managing cells associated with Active Directory
organizational units. With Cell Manager, you can view all your cellsin one place. Cell Manager
complements Active Directory Users and Computers by letting you delegate management of a cell

-- that is, give others -- either a user or agroup -- the ability to add users and groupsto acell. Cell
Manager is automatically installed when you install the Likewise Console. For more information, see
Manage Ceélls.
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Migrating NIS Domains

If use Likewise to migrate all your Unix and Linux usersto Active Directory, in most cases you will
assign these usersa UID and GID that is consistent across all the Unix and Linux computers that are
joined to Active Directory -- a simple approach that reduces administrative overhead.

In cases when multiple NIS domains are in use and you want to eliminate these domains over time and
migrate all users and computers to Active Directory, mapping an Active Directory user to asingle UID
and GID might be too difficult. When multiple NIS domains are in place, a user typically has different
UID- GID mapsin each NIS domain. With Likewise, you can eliminate these NIS domains but retain
the different NIS mapping information in Active Directory because Likewise lets you use a cell to map a
user to different UIDs and GIDs depending on the Unix or Linux computer that they are accessing.

To move to Active Directory when you have multiple NIS servers, you can create an OU (or choose an
existing OU) and join to the OU all the Unix computers that are connected to the NIS server. Y ou can
then use cells to represent users UID-GID mapping from the previous identity management system.

Using Multiple Cells

If you have multiple Unix and Linux hosts but are not using a centralized scheme to manage UIDs and
GIDs, it islikely that each host has unique UID-GID mappings. Y ou may also have more than one
centralized IM S, such as multiple NIS domains. Y ou can use multiple cells to represent the UID-GID
associations that the NIS domain provided, allowing those Unix and Linux users to continue to use their
existing UID-GID information while using Active Directory credentials.

When using multiple cells, it is useful to identify what Unix and Linux objects the cell will represent,
such as the following:

e Individual Unix, Linux, or Mac OS X computers
e A single NISdomain

» Multiple NIS domains (which requires multiple cells)

Migration Tool

The Likewise Console provides a migration tool to import Linux, Unix, and Mac OS X passwd and
group files -- typically / et ¢/ passwd and/ et ¢/ gr oup -- and automatically map their UIDs and
GIDsto users and groups defined in Active Directory. The migration tool can also generate a Windows
automation script to associate the Unix and Linux UIDs and GIDs with Active Directory users and
groups. For more information, see Migrate Users to Active Directory.

Orphaned Objects Tool

The Likewise console provides atool for finding and removing orphaned objects. An orphaned object
isalinked object, such asa Unix or Linux user ID or group ID, that remain in acell after you delete
agroup or user's security identifier, or SID, from an Active Directory domain. Removing orphaned
objects from Active Directory can clean up manually assigned user |Ds and improve search speed. For
more information, see Find Orphaned Objects.
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2.5. Best Practices for Modes, Cells, Group
Policies, and User Rights

In general, the optimal setup is schema mode with a default cell. Schema mode is strongly preferred
because lookups use attributes indexed in Active Directory, reducing network traffic and the processing
load on the domain controllers. When Unix identity information does not overlap, use schema mode
with adefault cell. If you require multiple cells to keep Unix identities from coming into conflict, use
schema mode with named cells. Try to minimize the number of named cells you use, preferably no more
than four.

Forests that are in Windows 2008 Forest Mode are already in Likewise schema mode. Forestsin
Windows 2003 Forest Mode with Windows 2003 R2 domain controllers can be moved to schema mode
without extending the AD schema.

Because of the performance benefits of schema mode and because Microsoft is moving toward schema
mode by default, you should avoid non-schema mode whenever you can. Although non-schema mode
should be considered deprecated, it remains fully supported by Likewise.

Migrating from a non-schema default cell to a default cell in schema mode requires more work and
isriskier than any other kind of cell migration. So, to ease migration in the future and to improve
support, non-schema mode cells should be created only as named cells -- that is, cells associated with
organizational units.

Although you could use cells to limit access to a computer, doing so goes against the design of Active
Directory. It isrecommended that you control access and authorize users with methods other than cells.
Instead, you can control access by using the Requi r eMenber shi pOf setting in the registry or the
group policy, named Allow Logon Rights, that manages the Requi r eMenber shi pOFf setting.

Likewise recommends the following additional best practices:

* You should either pre-stage Unix computer accounts or you should delegate to Unix system
administrators control of the OU to which the Unix computers will be joined. For information on
how to delegate control, see Best Practices for Delegating Active Directory Administration. For
information on how to pre-create computer accounts, see Domain Users Cannot Join Workstation or
Server to aDomain.

 You should follow the same best practices for applying group policy objects that Microsoft
recommends at TechNet.

» To simplify troubleshooting across multiple operating systems, you should avoid heavy use of
Likewise's target platform filter for group policies.

There are additional best practices for managing the security of the Likewise database; see the chapter
on installing and configuring the Likewise database.
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Chapter 3. Installing and Using the
Console

3.1. About the Likewise Console

You install the Likewise Management Console on a Windows administrative workstation connected to
adomain controller to administer Linux, Unix, and Mac OS X computersin Active Directory. When
you install the console, it adds extension tabs to the properties sheets of most objectsin Active Directory
Users and Computers (ADUC). The extension tabs, named Likewise Settings and Likewise NIS Maps,
let you manage Unix settingsin ADUC. In addition, the Likewise group policies are added to the Group
Policy Management Console and the Group Policy Object Editor.

After you install the console, you can use Active Directory Users and Computers to manage Unix and
Linux users and groups, including their UID and GID information, their default logon shell, and their
default home directory. Y ou can aso use the Group Policy Object Editor to create and edit Linux-
and Unix-specific group policies, and you can use the Group Policy Management Console to view
information about Likewise group policies.

11 %]
B s Db
Qra £3 (& P o Likowiser
I Comich _-.h Forest Status
) Srann Carceils 4 ¥ 1

0 Uaraafan b My o i

Fal T T ‘ 4 A TG DO

Thech idhriders hadd Bty Corlgpred for uis
wolly Ll el PR ST

Ll vl Viridon 3. 0m1
Conslsisncy chock: o

Gl cosand ; ]

b latit i P = T el

e |

Y ou can use the console to perform the following tasks:
* Run multiple instances of the console and point them at different domains.
* Run the console with a different user account.

 Upgrade your Active Directory schema.
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Installing and Using the Console

 Obtain status information about your Active Directory forests and domains.

» Migrate Unix and Linux users and groups by importing passwd and gr oup files and mapping the
information to users and groups in Active Directory.

» Remove orphaned objects.

» Generate reports about users, groups, and computers.

3.2. Requirements

This section lists the requirements to use Likewise Enterprise with Active Directory. Requirements for
the Likewise agent -- the software that runs on the Linux, Unix, and Mac OS X computers that you want
to connect to AD -- are listed in About Installing the Agent.

Y ou must have at least the following components:
1. An Active Directory domain controller.

2. A Windows administrative workstation that is running ADUC and is connected to your Active
Directory domain controller.

Because Likewise enhances ADUC, GPOE, and GPMC to support Unix computers, you must make
sure that the Microsoft management tools for Active Directory are installed befor e you install
Likewise. The Microsoft management tools vary by Windows version, but typically include the
Admin Pack for Windows XP and Windows Vista and the Remote Server Administration Tools
(RSAT) for Windows 7 and Windows Server 2008 R2.

With Windows 7 and Windows 2008 R2, you must turn on the following features of the Remote
Server Administration Tools by going to the Control Panel, selecting Programs, and then selecting
Turn Windows features on or off: Group Policy Administration Tools, Active Directory Module for
Windows PowerShell, Active Directory Administrative Center, AD DS Snap-ins and Command-
Line Tools. For more information, see the description of the Remote Server Administration Tools for
Windows 7 and your Microsoft Windows documentation.
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